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Abstract 

The ever-increasing volume and number of transactions in the bank make the fraud monitoring and detection process very com-

plicated, costly, and time-consuming. In recent years, the development of new technologies has opened many ways for fraudsters 

and criminals to commit fraud. In this research, data mining methods are investigated in order to detect fraud in bank transac-

tions. In order to detect fraud in bank card transactions, which are very unbalanced data types, the optimization of the support 

vector machine algorithm with hyperparameter techniques is presented and simulated on the Kaggle website data set, which 

includes bank card transactions, in the Python software environment has taken. The presented model benefits from bank trans-

action data and has the ability to extract complex patterns. As an effective optimization method, grid search technique intelli-

gently adjusts the parameters of the support vector machine algorithm. The results of the model evaluation show that the support 

vector machine has a significant improvement in the detection of fraud patterns according to the criteria of accuracy and correct-

ness. The combination of support vector machine and grid search technique as an innovative solution can help to improve the 

security of bank transactions in the digital age. In this research, hyperparameter optimization and smote balancing methods were 

used to reduce the number of false alarms. The proposed model can be commercialized and connected to the electronic banking 

system, online or offline, to detect fraudulent actions in transactions. The proposed model can be commercialized and connected 

to the electronic banking system, online or offline, to detect fraudulent actions in transaction. 
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1.  Introduction  

One of the critical challenges of electronic banking is fraud in transactions, which can cause significant losses to 

banks and reduce trust in electronic banking. With the flourishing of the credit card business and Internet technol-

ogy, the risk of fraudulent credit card transactions is ever-increasing due to the complex information involved in 

the credit card business. (Ni, Li, Xu, Wang, & Zhang, 2023) Fraud detection is one of the services of electronic 

banking. Analyzing the characteristics of a bank transaction can reveal the hidden pattern of fraud in it. The ex-

traction of these patterns requires the use of knowledge discovery techniques such as machine learning. The dy-

namic shopping patterns of credit card holders and the class imbalance problem have made it difficult for ML 

algorithms to achieve optimal performance (Mienye & Sun, 2023). In this research, we propose a novel model for 

detecting fraud in the banking system. The novel model has two stages: balancing and classification of information. 

Although technology has made banking easier for customers, it has opened new avenues for fraud. Credit card 

fraud is a serious worldwide problem (Voican, 2021). Financial fraud statistics show that account fraud, credit card 

fraud, insurance fraud, and other fraudulent practices cost institutions and consumers millions of dollars annually. 

Detecting financial fraud is essential to minimize the risk to institutions. Fraudsters can drain personal accounts or 

charge thousands of dollars from credit cards. Even worse, organized crime rings can run elaborate schemes and 

steal millions of dollars. Financial and monetary institutions are looking for acceleration and speed of action in 

recognizing the activities of fraudsters and fraudsters. Credit card frauds comes under financial frauds that must 

be prevented and detected in a very short time (Sadgali, Sael & Benabbou, 2018). It is due to its direct effect on 

serving the clients of these institutions, reducing operational costs, and remaining a reliable and credible financial 

services provider. Therefore, it is inevitable to use fraud detection techniques to prevent fraudulent actions in 
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banking systems, especially electronic banking. By applying cognitive computing technologies to raw data pro-

cessing, it is possible to predict fraud in a large volume of transactions. This is why machine learning is used to 

prevent financial fraud. At the core of machine learning is a three-stage cycle that includes training, testing, and 

predicting. Machine Learning (ML) is a sub-field of Artificial Intelligence (AI) that allows computers to learn from 

previous experience (data) and to improve on their predictive abilities without explicitly being programmed to do 

so (Burkov, 2019). Cycle optimization makes more accurate predictions and can be used in specific applications. 

One of the methods is to use the parameter setting technique to reach hyperparameters. Improving the perfor-

mance of machine learning methods, which can be done by adjusting its hyperparameter, is very important (Wu, 

Chen, Zhang, Xiong, Lei & Deng, 2019). Therefore, in this study, an approach with optimization of grid search is 

proposed. Hyperparameter optimization plays a vital role in the prediction accuracy of machine learning algo-

rithms (Patel & Singh, 2013). The grid search technique has been used to optimize the support vector machine 

algorithm. In this research, by using the programming facilities of the Python environment, the proposed method 

was implemented on the data set related to bank fraud and based on various tests and according to various indi-

cators such as accuracy, sensitivity and accuracy, the proposed method was evaluated. To analyze its effectiveness 

in fraud detection. 

2. Literature Review 

Electronic banking is a type of banking where all money transfers and banking processes are managed over the 

internet and electronically, without the need for customers to be physically present at the bank. Electronic banking 

utilizes advanced hardware, software, networking, and telecommunications technologies. In other words, elec-

tronic banking involves the use of advanced software and hardware technologies based on networking and tele-

communications for the electronic exchange of financial resources and information, without the need for customers 

to be physically present at bank branches. The most important advantages of electronic banking are: the ability of 

customers to receive banking services without physical presence with secure communication, using the Internet to 

provide banking operations and services and to apply changes to all types of customer accounts, directly providing 

new and traditional banking services and operations to customers from through card-to-card electronic mutual 

communication channels. Nowadays, the use of online transactions has become very common and as a result, the 

cases of online fraud have also increased. Fraudsters have become very adept at discovering and exploiting flaws 

in systems that make managing fraud in the banking and financial industry extremely difficult. Fraud in electronic 

banking has become a challenge around the world, as many banks have gone bankrupt and many of their custom-

ers' assets have been lost. On the other hand, criminals are trying to reduce fraud detection by using new techniques 

to steal bank and customer assets. Fraud in electronic banking occurs when a fraudulent person commits bank 

fraud using the Internet. Fraud and fraudulent activities have disastrous financial consequences. Financial fraud 

is a fundamental problem that affects both the financial sector and daily life and plays an important role in influ-

encing the integrity and trust in the financial sector as well as the cost of living of people (Choi and Lee, 2018). 

Attention of financial transactions, they are exposed to the risk of financial fraud. (West and Bhattacharya, 2016), 

by applying cognitive computing technologies in raw data processing, predicted frauds in a large volume of trans-

actions. That is why to prevent fraud in business finance, machine learning is used. Banks can use machine learning 

to analyze unstructured information, such as monitoring social media and scrutinizing customer accounts to iden-

tify anomalies. Data mining is very important for e-commerce and provides valuable knowledge to the company. 

For this reason, researchers are looking for efficient data mining techniques in order to discover and extract 

knowledge from huge amounts of data and information. In this section, we present the work done in the field of 

fraud detection in transactions for better performance. Patel, Rinky, et al. & Singh, D. K. (2013) Used Genetic Al-

gorithm to detect credit card fraud. Using the Genetic Algorithm, they minimized the number of false alarms. 

Instead of maximizing the number of correctly classified transactions, they defined an objective function where the 

costs of misclassification are variable, and thus correctly classifying some transactions is more important than cor-

rectly classifying other transactions. Pouramirarsalani et al. (2017) presented a novel approach based on neural 

network and reinforcement learning method with the aim of detecting fraud in electronic banking. Benchaji et al. 

(2019) use Genetic Algorithm to improve the classification of unbalanced datasets for credit card fraud detection. 

The K-means algorithm is used to cluster and group the sample minority type, and in each cluster used the Genetic 

Algorithm to obtain new samples and build an accurate fraud detection classification. Ojugo et al. (2021) propose 

a spectral clustering combination of modular neural network trained with Genetic Algorithm for fraud detection 

in credit card transactions. The results show that the hybrid model effectively differentiates between benign and 

genuine credit card transactions with a model accuracy of 74%. Tiwari et al. (2021) compared a number of data 

mining algorithms for fraud detection. These algorithms include hidden Markov model, decision trees, logistic 

regression, SVMs, Genetic Algorithm, neural networks, random forests, and Bayesian network. A comprehensive 

analysis of different techniques is presented in this research. Seera et al. (2021) applied 13 machine learning and 
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statistical models to credit card fraud detection. In this research, a statistical hypothesis test was used to evaluate 

whether the aggregate features identified by a Genetic Algorithm can provide better detection power compared to 

the original features. Ileberi et al. (2016) propose a credit card fraud detection engine based on ML machine learning 

using GA Genetic Algorithm for feature selection. After selecting the optimized features, the proposed detection 

engine uses the following ML classifiers: decision tree, (DT, random forest), (RF, logistic regression), (LR), (artificial 

neural network), (ANN) (NB) to verify the performance, the proposed credit card fraud detection engine is evalu-

ated using a dataset generated from European cardholders. The dynamic purchasing patterns of credit card holders 

and the problem of class imbalance make it difficult for machine learning algorithms to achieve optimal perfor-

mance. (Maini, 2023) In detecting fraud, the goal is to correctly classify transactions into legitimate and fraudulent. 

In this field, a lot of research has been done so far, however, the optimization of meta-parameters using meta-

heuristic techniques, in less time and with more accuracy, is still IT is the concern of many organizations. Investi-

gating the types of frauds in electronic banking and finally providing an optimal solution to deal with the threats 

will help financial institutions to move towards risk-free banking and customer satisfaction. Network infrastruc-

ture and transaction systems are constantly monitored and verified by cybercrime experts. (Sarkosh, 2023) In 2015, 

Ganesh et al presented a new proposed method based on support vector machine combined with the nearest 

neighbor technique to detect fraud in credit cards and car insurance. The results of their research show that the 

proposed method is more accurate than methods such as decision tree, logical regression, probabilistic artificial 

neural network and multilayer artificial neural network. Pooja Tiwari et al presented methodologies of Hidden 

Markov Model, Decision Trees, Logistic Regression, Support Vector Machines, Genetic Algorithm, Neural Net-

works, Random Forests, Bayesian Network for credit card fraud detection. A comprehensive analysis of various 

techniques has shown the good performance of the support vector machine algorithm compared to other algo-

rithms. Sudha et al. propose support vector machine and random forest algorithms for credit card fraud detection. 

Users' operational features were extracted and then random forest classifier and support vector machine were used 

to classify the features into healthy and suspicious. System performance based on accuracy, precision, recall and 

F-1 score criteria showed that both classifiers provided high recognition rates with good accuracy. Gyamfi et al 

used supervised learning methods of support vector machines to build models that represent normal and abnor-

mal customer behavior and then used it to evaluate the validity of new transactions. Results obtained from credit 

card transaction databases show that these techniques are effective in combating bank fraud in big data. Experi-

mental results from this study show that support vector machine has better prediction performance than back 

propagation networks. Chen et al. used support vector machine algorithm and artificial neural networks to inves-

tigate the time-varying cheating problem. The results show that support vector machines and artificial neural net-

works are comparable in training, but neural networks show higher accuracy. However, neural networks overfit 

the training data and therefore do not perform well in data prediction, especially for small databases. Based on 

real credit card business transaction data, Li et al. first finds the optimal kernel function suitable for the dataset. In 

the second step, he proposes the optimization method of support vector machine parameters with cuckoo search 

algorithm, genetic algorithm and particle swarm optimization algorithm. Particle swarm optimization algorithm, 

linear kernel function was recognized as the best kernel function with an accuracy rate of 91.56%. In addition, the 

radial basis function was used to optimize the kernel function, which can increase the accuracy from 42.86% to the 

highest accuracy rate of 98.05%. In 2013, Sahin et al presented a new method to detect bank fraud in credit cards 

using a cost-sensitive decision tree technique. By understanding the necessity of anti-bank fraud systems and the 

knowledge of the development of fraud methods with the advancement of technology, they presented their pro-

posed method. In their study and research, they presented an approach based on decision tree by reducing the cost 

of classifying abnormal transactions from normal ones. In this method, each end node of the tree is expanded when 

it provides the lowest classification cost for fraud detection. The results of the implementation of their method 

show that at least it is more accurate in identifying bank fraud than methods such as decision tree, support vector 

machine and artificial neural network. On the other hand, their research results show that the financial losses 

caused by Fake transactions can be significantly reduced by implementing this method in banking systems. In 

2014, Gary et al discussed the role of data mining algorithms in fraud detection in the banking system in a review 

study. In their study, they showed that data mining methods can extract useful knowledge and hidden patterns to 

detect fraud, and they can be used as reliable methods in detecting fraud. Winkler et al. have presented a new 

representation that includes both index selection and parameter optimization of a specific classification algorithm 

such as a support vector machine. The length is equal to the total number of indicators and parameters. Today, 

fraud and violation, which is as old as the life of humanity, is considered a lucrative business in the world, and it 

is increasing day by day. The results of the evaluation and studies show that the patterns in fraud are complex and 

to detect these patterns, appropriate tools and methods of knowledge discovery such as data mining and machine 

learning are needed. The results of the review of articles show that techniques such as support vector machine 

have a more accurate ability to detect fraud than other supervised learning methods. By reviewing the field of 
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fraud detection, it can be concluded that fraud detection is one of the most important issues in the world, which 

still needs more discussion and investigation. However, in this research, an attempt is made to simulate the real 

environment to some extent and detect fraudulent transactions. 

3. Conceptual model 

 In this figure, the conceptual model of the implemented method was shown.  

 
Figure 1. the conceptual model of the implemented method 

 

4. Dataset 

The bank transaction data set was downloaded from the Kaggle site, which includes credit card transactions made 

by European cardholders for 2 days in September 2013. This data set contains 284,807 transactions, in which 17% 

of transactions are IT is fake. All its features are numerical. The last column class shows the type of transaction 

whether it is healthy or fraudulent, a value of one is a fraudulent transaction and a value of zero is a healthy 

transaction. This total data includes features extracted from the original data and due to security issues, the original 

information of the users is not known. Features v1 through v28 are not named for security reasons. We called this 

dataset by Pandas. Available from this dataset  .The bank transaction dataset is downloaded from and read by 

Pandas. This total data includes features extracted from the original data and due to security issues, the original 

information of the users is not known. 

4.1. Data set preprocessing 

This stage of the data mining process is one of the most important stages, because all data mining projects and 

modeling results are closely related to data and their quality. In this step, all possible problems and defects are 

found in the data set and appropriate solutions are suggested to solve these problems. Finally, the refined data is 

removed from this part and goes to the modeling stage. To prepare the data, it is necessary to remove it from its 

original form and transform it into a suitable form for the algorithm. Also, the available data usually have various 

frills that may cause the algorithm to make an error. In the first step, the transaction without value or duplicates 

were deleted. The dataset is visualized with Matplotlib tools for better understanding. The first chart is a Count 

Plot chart. Purple color indicates normal transactions and yellow color indicates abnormal transactions. This da-

taset is highly unbalanced. 

Bank Transaction

SMOTE

Normalization

Train

Support Vector Mashine

Test

Model Evaluation

Bank Fraud Detection
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Figure 2. An image of the dataset before pre-processing 

Figure 2 depicts a bar graph of the distribution of healthy and fraudulent transactions in a data set. The horizontal 

axis (Class): contains class 0, which represents non-fraudulent transactions, and class 1, which represents fraudu-

lent transactions. The vertical axis (Count): displays the number of transactions in each category. The purple col-

umn represents healthy transactions with a value of 99.83%. These transactions make up the majority of the entire 

data set. The orange column represents fraudulent transactions with a value of 0.17%. This distribution indicates 

a significant imbalance in the data set, where non-fraudulent transactions significantly outnumber fraudulent 

transactions. This imbalance creates a challenge in fraud detection, as machine learning models may tend to focus 

more on the majority class (non-fraudulent transactions) and reduce accuracy in identifying fraudulent transac-

tions. 

5. Data normalization with SMOTE method 

The efficiency of machine learning algorithms is usually evaluated using prediction accuracy. However, this is not 

appropriate when the data is unbalanced. Using an appropriate sampling method can ensure the success of learn-

ing algorithms in generalizing the training done to the testing stage. One of the methods that can help us solve the 

problem of uneven distribution of samples in classes is artificial minority oversampling technique. In resampling 

techniques, the data is reused, but in this method, new synthetic data samples are generated in the neighborhood 

of the samples in the classes. The artificial minority oversampling technique for the minority class generates new 

samples in the neighborhood of the existing samples in this class. The new synthetic samples are placed on a line 

and connected to the samples of the minority class that are adjacent to them. Properties of instances in adjacent 

classes are not changed. Because of this, this technique can produce samples that belong to the same original dis-

tribution. Unlike the resampling method, in this method, the new dataset will have a higher standard deviation 

and a suitable classifier can easily find a better separating hyperplane. The Synthetic Minority Oversampling Tech-

nique is in the unbalanced-learn software package. This algorithm generates new examples for the minority class 

in the neighborhood of the existing examples in this class. This method can produce samples that belong to the 

same original distribution. 

 

Figure 3. Artificial minority oversampling technique 
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Figure 3 shows three scatter plots, each representing a process for handling imbalanced data in a dataset: 

1. "Imbalanced Dataset" plot: This plot shows an imbalanced distribution of data with a large number of majority 

class data points (green circles) and a small number of minority class data points (pink diamonds). 

2. "Generating new synthetic sample" plot: In addition to the original data (green circles and pink diamonds), 

new synthetic minority samples (blue diamonds) have been generated. 

3. "SMOTE Dataset" plot: This plot shows a balance between the two classes, with a better distribution of minor-

ity points (pink and blue diamonds) and the majority class. 

The SMOTE process is a technique for generating synthetic data to balance the minority class. This technique is 

used in machine learning to improve the performance of models. 

 

 
Figure 4. Data image after balancing 

The dataset is divided into two parts, training data, and test data, for fair evaluation. This division is separated by 
similar distribution in terms of classes. Performance evaluation criteria calculated in this research, Mean Squared 
Error test MSE is the measure of Accuracy, Recall, Specificity, Precision, and F-measure. 

6. Proposed Solution 

There are different types of machine learning algorithm evaluation criteria. It is possible that the model gives sat-
isfactory results when evaluated using the accuracy criterion, but when evaluated against other criteria such as 
accuracy or other criteria, it obtains poor results. Most of the time, classification accuracy is used to measure the 
performance of the model, but it is not enough to make a real judgment about the model. Models are as useful as 
the quality of their predictions, and our goal is not to create models, but to create high quality models. We used 
this test to see how well the models are able to predict data that they have never seen before. The mean square 
error is used to predict the model error when faced with new data. We used Numpy and Scikit-Learn library for 
implementation. 
 

MSE = 
1

n
∑  n

i=1 (Yi-Ŷi)
2
                                                                                                   (1) 

 
The above formula is the mean square formula which is used to measure prediction errors. In this formula, Y_i 

represents the actual dependent value (original value) for sample i, and Y_i represents the predicted value for 

dependent value of sample i. Also, n is the total number of samples. Using this formula, the mean squared error 

between the actual and predicted value is calculated for each sample. Then we add the squared errors and divide 

by the total number of samples to get the mean squared error. The mean squared error is a common measure in 

evaluating the quality of models, so that a lower value of MSE indicates a better match between the predictions 

and the actual values. To improve the performance of the model, we can minimize the MSE and increase the accu-

racy of the predictions by changing the parameters and techniques. The smaller this error is, the more efficient the 

model is. 

Accuracy: Things that are correctly predicted. 

Accuracy=
TP + TN

TP+TN+FP+FN
                                       (2) 
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Recall: Maximum accuracy in detecting the positive class for classification evaluation. 

Recall=
TP 

TP+FN  
                                                     (3) 

 

Specificity: Negative cases that are correctly diagnosed. 

Specificity=
 TN

TN+FP
                                                   (4) 

Precision: When the model predicts the result positively, how true is this result. 

Precision=
TP 

TP+FP
                                                (5) 

F-measure: Harmonic mean accuracy and recall evaluating model accuracy. 

F1=2.
Precision⋅Recall 

Precision+Recall 
                                       (6) 

 
In machine learning, hyperparameters refer to parameters that cannot be learned from data and must be provided 

before training. The performance of machine learning models is highly dependent on finding the optimal set of 

hyperparameters. Hyperparameter optimization is finding the best combination of algorithm parameters in such 

a way that the efficiency of the model is improved. This algorithm is search in nature. For each combination of 

parameters of the algorithm, which is specified in the mesh network, it builds and evaluates the model in a me-

thodical way. The tuning parameter C and the gamma kernel coefficient are two important hyperparameters in 

SVC: 

• The tuning parameter C determines the tuning strength. 

• The gamma kernel coefficient controls the width of the kernel. By default, SVC uses a radial basis function (RBF) 

kernel (also known as a Gaussian kernel). 

We used the Scikit-learn library to implement Grid Search. Hyperparameters of SVM algorithm are optimized with 

Grid Search on c, gamma and kernel to find the best model. A Support Vector Machine (SVM) is a discriminative 

classifier formally defined by a separating hyperplane (Rabbani et al., 2020). The SVM algorithm is one of the 

relatively new methods that has shown good performance compared to the older classification methods in recent 

years. The working basis of SVM classifier is the linear classification of data, and in the linear division of data, we 

try to choose a line that has a higher margin of confidence. Grid Search algorithm belongs to the family of brute 

force methods. In other words, in this method, all the backtests are executed and then they are ranked. 

7. Data Analysis 
 

In this research, detection, identification and classification of healthy and fraudulent transactions were done using 

the combined method of support vector machine with grid search technique and the results obtained from the 

algorithm were compared based on different criteria. The outputs and results indicate the high speed and accuracy 

of the support vector machine algorithm. The results showed that the optimization of the support vector machine 

algorithm in many criteria, the most important of which are precision and accuracy, has a good performance in 

detecting fraudulent transactions. Figure 2 shows the value obtained for the accuracy criterion of the vector ma-

chine algorithm after optimization with grid search technique. This measure shows the accuracy of detecting the 

desired transactions compared to the total number of cases suggested by the algorithm for a label. As it is clear in 

the figure, this value for the support vector machine algorithm combination is equal to 94% with a mean square 

error of 22%. 

Table1. Output of support vector machine algorithm optimized with grid search technique 

accuracy Mean Squared error F1-score recall precision 

0.94 0.22 0.95 0.93 0.97 
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8. Conclusion 

Our study shows the effectiveness of using the support vector machine algorithm along with the meta-parameter 
optimization technique to detect fraud in electronic banking systems. Unlike conventional methods, the use of 
network search to fine-tune parameters automatically focuses on dynamic optimization of hyperparameters while 
saving processing time. The integration of these techniques not only ensures high accuracy and F1 scores, but also 
emphasizes the critical role of comprehensive datasets in enhancing model performance. These findings have sig-
nificant implications for real-world applications, particularly in the financial sector, where fraud detection is a 
priority. In the face of increasing financial threats, this research provides a valuable contribution to the develop-
ment of robust fraud detection methods. With seamless integration in electronic banking systems, the proposed 
model is a reliable solution to identify and prevent fraudulent transactions, thus protecting the integrity of banking 
services and reducing significant financial risks. As the exploration of alternative meta-heuristic algorithms such 
as evolutionary algorithms progresses, there is promise to further increase the optimization of fraud detection 
parameters and foster the development of even more sophisticated and accurate fraud detection systems. 
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